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Abstract—Advanced Encryption Standard (AES) is highly
secure standard for encrypting data that operates on 128 bit
blocks. This paper explores algebraic cryptanalysis techniques for
AES by modeling the cipher operations as a system of polynomial
equations over GF(2). By analyzing how the SubBytes, ShiftRows,
MixColumns, and AddRoundKey were operated, we can repre-
sented algebraically and demonstrate the theoretical approach
to solving the resulting equation system through linearization
techniques.

Index Terms—AES, algebraic cryptanalysis, polynomial equa-
tions, finite fields, cryptographic analysis

I. INTRODUCTION

Advanced Encryption Standard (AES) is a symmetric en-
cryption algorithm that has been widely used in modern data
security. Since 2001, AES has been selected by NIST as a
standard for encryption in many cryptographic applications.
AES operates on 128-bit blocks and support key sizes of 128,
192, 256 bit. AES has been remain secured against classical
attacks such as differential and linear cryptanalysis.

Algebraic cryptanalysis is a cryptographic attack method
that represents a cipher as a system of linear equations and
attempts to solve them to retrieve the secret key. The core idea
is to express each cipher operations (like SubBytes, ShiftRows,
MixColumns, and AddRoundKey) as a large system of equa-
tion where the key bits are unknown. This approach differs
from conventional attacks such as differential and linear crypt-
analysis.

In this paper, we demonstrate how each AES operation can
be represent as polynomial equation and explore linearization
technique for solving this system.

II. AES STRUCTURE AND OPERATIONS
A. AES Overview

AES is a block cipher that encrypts data in fixed size (16
bytes). The algorithm takes 2 inputs, which is the plaintext
and also the key. Depending on the key size (128/192/256),
AES perform 10, 12 or 14 rounds of transformation. In this
paper we will only use several rounds as demonstration.
The encryption work by repeatedly transform the plaintext
through multiple rounds. Each round applies several operations
like SubBytes,ShiftRows, MixColumns, and AddRoundKey.
Before the round start, AES will combine the plaintext with the

initial encryption Key using XOR operation. This operation is
called AddRoundKey. For the remaining round, it will perform
the operation we mentioned before. And for the last round, it
will skip the MixColumn Operation. For each round, the key
will be expanded. It takes the orignal encryption key, then
expands it into multiple round key. Each round key is de-
rived from previous key with several transformation including
XOR, rotating, substitution, etc, with constant. The strength
of AES comes from these complex combination. SubBytes
will provide non-linear substitution which make the relation
between key and ciphertext more complex. ShiftRows and
MixColumns provide Avalanche effect which mean changing
one byte of input will change all byte of the result. All of this
transformation will make cryptanalysis extremely difficult.

B. Data Representation

In AES, the data is processed in specific structures that are
important to understand before exploring the operations.
1) The State: [1] The 128-bit input block is arranged into
a 4x4 matrix of bytes called the State. Each byte in the State is
denoted as s[r,c|] where r is the row index (0-3) and c is the
column index (0-3). The State is the primary data structure
that is transformed through each round of encryption. The
first step of arranging is to copy the input array of bytes
ing,in1, ..., in1d to the state array s as follows :
Spc = in[r + 4¢], 0<r<3,0<c<3 (1)

Then sequence of transformations are applied to the state
array. Its final value is copied to the output array of bytes
outy, outo, ...,out15 as follows :

out[r 4+ 4c] = sy ¢, 0<r<3,0<c<3 2)

These steps are illustrated in Fig. 1.

input bytes state array output bytes
ing ing ing Nz So0 502  Spa oulfy outy ouly oufp
inp ins  ing  iny3 s1g S 513 out| outs outy outpy
iny ing  imy  ing 520 $23 oOufy | Ollg  out)p  Ouf4
iny imy imyy  ings 530 53 2 533 oty  outy; out)) oufs

Fig. 1. State matrix represented as array of words. Source: [1]



2) Arrays of Words: [1] A word in AES is a sequence of
four bytes. The state matrix can be interpreted as an array of
four words, where each column represents one word. Using
the notation from Fig. 1, the four columns of the state are
denoted as vg, v1, Vo, V3!

50,0 50,1
51,0 51,1

Vo = 5 U1 = )
52,0 S$2.1
53,0 53,1
50,2 50,3
51,2 51,3

Vo = ) V3 =
52,2 52,3
53,2 53,3

The column index ¢ of the state becomes the word index,
and the row index r becomes the byte index within each word.
This word-based representation is particularly useful for the
MixColumns operation and the key expansion process.

Given a one-dimensional array u of words, u[i] denotes the
word indexed by 7, and the sequence of four words u[i], u[i +
1], u[i + 2], uli + 3] is denoted by wli..i + 3].

C. Round Operations

The general function to execute AES is denoted by
CIPHER() and its inverse is denoted by INVCIPHER()
As we mention before, the core algorithm for CIPHFER()
and INVCIPHER is a sequence of fixed transformations
of the State. Each rounds of CTPHER() are composed of
the following four byte-oriented transformations on the State

1) SubBytes Transformation: SubBytes transformation is an
invertible, non-linear transformation of the state. It uses a sub-
stitution table called an S-box which is applied independently
to each byte in the state.

Let b denote an input byte to the S-box, and let ¢ denote
the constant byte. The output byte b’ is constructed by the
following two transformations:

1) Multiplicative Inverse in GF(2°%):

Define an intermediate value b as:

- {00} if b= {00}
bt if b # {00}
where b~! is the multiplicative inverse of b in GF(2®).

2) Affine Transformation:

Apply the following affine transformation to the bits of
b to produce b':

3)

b, =b; @ E(i+4) mod 8 D B(i+5) mod 8 @
S b(i+6) mod 8 @ b(i+7) mod 8 D Ci
where ¢ represents the bit position (0 to 7), and ¢; is the

i-th bit of the constant c.

For instance, for b = {11010101}3 or in Hex {0xD5}16 and
¢ = {01100011}5, we would find the Multiplication Inverse
b~1. To ease this process, we would just look up on GF(28)
table.

Y

01 2 3 45 6 78 9 aABCDEF
0(00 01 8D F6 CE 52 TE D1 EB 4F 25 C 1 C
1(74 B4 An 4B 99 2B 60 5F 58 3F FD E B
2[3a 6E 5A F1 55 4D A8 C9 C1 0A 98 15 C
3[2C 45 92 6C F3 39 66 42 F2 35 20 6F
4(1D FE 37 67 2D 31 F5 69 A7 64 AR 13
5|ED 5C 05 CA 4C 24 87 BF 18 3E 22 FO
6(16 5E AF D3 49 A6 36 43 F4 47 91 DF
779 B7 97 85 10 BS BA 3C Be 70 DO O6 Al
X 8|83 7E 7F 80 96 73 BE 56 9B 9E 95 D9 F7
S9|DE 6 32 6D DB BA 84 72 Za 14 9F 88
A|FR 7C 2E C3 8F B8 65 48 26 C8 12 4n
B|0C E0 1F EF 11 75 78 71 A5 BE 76 3D
C|0B 28 2F A3 DA D4 E4 OF A9 27 53 04
D|74 07 AE 63 C5 DB E2 EA 94 8B C4 D5 9D F8 90 6B
E|Bl 0D D6 EB Cé (E CF AD 08 4E D7 E3 5D 50 1E B3
F|5B 23 38 34 68 46 02 BC DD 9C 7D AD CD 14 41 1cC

Fig. 2. Multiplicative Inverse Table in G F'(28) used in the AES S-Box
Source: https://i.sstatic.net/Qqo8a.png

From the table, we obtain b~! = 0xDB or in binary
{11011011}2 and ¢, and now with affine operation below,
we got b = {00000011}, or in Hex {0203};s The bit
representation (LSB-first, bit 0 on the right) is:

Vi=b ®bs®bg®by bgBer=100010101a1=1
by =by @b Dby @by @b e =00101010100=0
by =bs ®by ®by®b Bby®Bes=10101H1H0B0=0
by=bi@by@b&bhobou=16101606160=0
be=bs Db @b @by ®bs D s =00100010101=0
b =bs Dby Oy Dby Db D =10001H1H0BL =0
=l @b Db Db O D =10101000160=0

To ease the process, we could pre-compute the S-box

transformation (multiplicative inverse and also affine transfor-

mation) and stored as a 256-byte lookup table, as shown in
Fig. 3 :

Fig. 3. SubBytes Table. Source: [1]

As the result, we obtain the same result from Pre-Compute
method, which 0xD5 is transformed into 0x03.

2) ShiftRows Transformation: ShiftRows does cyclic ro-
tation to each row of State Matrix. This operation provides
diffusion by ensuring that bytes from different columns are
mixed in subsequent operations. The transformation performs
a cyclic left rotation on each row:

« Row 0: no shift (unchanged)



o Row 1: left shift by 1 byte position
o Row 2: left shift by 2 byte positions
o Row 3: left shift by 3 byte positions

The shift row operation could be defined as :

Slnc = Sr,(c+r) mod 4 0<rc<4 (@)

where s, . denotes the byte at row r and column c of the state
matrix.
For Example, Consider a state matrix before ShiftRows:

S0,0 So,1 So0,2 50,3
51,0 S1,1 S1,2 51,3
S2,0 S2,1 S22 523
53,0 S3,1 832 53,3
After ShiftRows:
S0,0 S0,1 S0,2 50,3
S1,1 51,2 S1,3 51,0
S22 52,3 S20 S2,1
53,3 S3,0 83,1 53,2

3) MixColumns Transformation: MixColumns is a linear
transformation that operates on each column of state matrix.
Each column will be multiplied with a fixed polynomial in
GF(2) which could create an Avalanche Effect (a principle
where a small change in input could cause the output differs
at total).

The transformation of each column can be represented with a
matrix of multiplication in GF(28) :

S/O,c 02 03 01 01] [so.
ST, 01 02 03 01| |s1ec
1(/ — R <
S5.c 01 01 02 03] |s2. 0<c<4
S5.c 03 01 01 02| [sse.

Note: The constant matrix is specified by the AES standard
and must not be changed.
The result of each column would be :

56,(; = ({02} - s0.c) ® ({03} - s1,c) B S2.c B S3.c
Sll,c =50, D ({02} - s1.c) ® ({03} - s2.c) ® $3.¢
85 . =80, D s1,c® ({02} - s2.c) D ({03} - s3.)
3.0 = ({03} - 50,c) D s1,c ® 52 ® ({02} - 53.¢)

®
W
[}

|

where:

« - denotes multiplication in GF(2®)

e @ denotes addition in GF(2®), which is the XOR opera-
tion

o {02} and {03} are hexadecimal constants

4) AddRoundKey: AddRoundKey is a column operation
where each column is combined with each RoundKey by using
XOR operation. RoundKey is a routine that is applied to the
key to generate 4*(/Nr+1) words. By using KeyExpansion, we
could get an unique key for each round. KeyExpansion is the
processs of deriving the roundkey from the original encryption
key. Operation that is involved with Key Expansion :

Y

2)

3)

RotWord: A cyclic rotation of the bytes within a word
by one position to left.

ROtWOI'd([CLO, ai, az, (13}) = [al, as, as, ao]
SubWord: Applies the S-box substitution to each byte
in the word.

SubWord([ao, a1, az, as]) =[S-box[ag], S-box[a1],
S-box[as], S-box[as]]
Rcon (Round Constant): 10 fixed words denoted by

rc[j] for 1 < ¢ < 10. The value of of rc[j] are given in
hexadecimal notation in Fig. 4

| Rconlj]
[01,00,00,00

I
]
(02,00, 00,00]
[04,00,00,00]
(08,00, 00,00]
(10,00, 00,00]

(40,00,00,00]
(80,00,00,00]
9 | (1b, 00,00,00]
10| 136,00,00,00]

7 | Rconlj]
6 | (20,00,00,00]
7
8

o W R =

Fig. 4. Round Constant Table. Source: [1]

The Key Expansion algorithm generates a total of
Nb(Nr + 1) words, where Nb = 4 is the number of
columns in the State and Nr is the number of rounds.
For AES-128, this produces 4 x 11 = 44 words.

Note: In this paper, we focus only on the encryption
process (CIPHER) and its algebraic representation for
cryptanalysis purposes. The inverse operation for de-
cryption are not discussed, as they are not relevant to
the algebraic attack methodology. We also only use one
round as demonstration to ease the process.

III. ALGEBRAIC REPRESENTATION

Algebraic Cryptanalysis is an attack method that models
cipher as a system of polynomial equations. Solving this
equation by treating ciphertext and plaintext as known
value and the key bit as unknown, we could retrieve the
secret key.

A. Basic Concept

Consider a cipher that transforms plaintext P into ci-
phertext C' using key K:

C = E(P,K) (6)

In algebraic cryptanalysis, we express each bit of the en-
cryption process as polynomial equations. If we denote
plaintext bits as p;, ciphertext bits as c¢;, and key bits as
k;, the cipher operations become a system of equations:

fi(po,p1, .y ko, k1, ..) = ¢ for each output bit j

The attack succeeds when we can solve this system to
find the key variables k;.



B. Demonstration with Simple Linear Cipher

To illustrate this concept, we will use a simple cipher.
Consider a 4-bit cipher with 4-bit key and the encryption

only involve XOR Operation between key and plaintext.
CG=p; Dk; for:=0,1,2,3

Example: Let plaintext P = 1101 and ciphertext = C' =
0111. The system of equations becomes :

po®ko=co = 10k=0 = k=1
pbki=c = 1®&k=1 = k=0
pe@Phka=co = 0®ks=1 = k=1
p3sPks=c3 = 1Pks=1 = k3=0
Now, we could retrieve the key bits : K = 1010. This

cipher is easily broken because:
a) The equations are linear which mean each equation
contains only one degree terms.
b) Each key has exactly 1 equation, no mixing be-
tween variables.
What about if we adjust to a more complex cipher? Let’s
try with the Affine Cipher.
Assume plaintext P = "ALGEO” and C' = "OLKUW”.
The Affine Cipher uses two key components a and b

with encryption equation:
¢i = (a-p;+b) mod 26 @)

We convert the plaintext and ciphertext into integer
mapping (A=0, B=1, ..., Z=25):

P =10,11,6,4,14]
C = [14,11,10,20,22]

From the first character, we get:

co=(a-po+0b) mod 26
14=a-0+0
b=14

Substituting b = 14 into the second equation:

¢1=(a-p1+b) mod 26
11=1la+14 (mod 26)
1la = -3 (mod 26)
11a =23 (mod 26)

Since GC'D(11,26) = 1, this mean 11 has multiplica-
tive inverse modulo 26 which is 19 because 11 - 19 =
209=8-26+1=1 (mod 26).

a=19-23 mod 26 =437 mod 26 = 21

Thus, the key is retrieved: a = 21, b = 14.

We can verify with the remaining characters:
c2=1(21-64+14) mod 26 =140 mod 26 =10
c3=(21-4414) mod 26 =98 mod 26 = 20
¢4 =1(21-14414) mod 26 =308 mod 26 = 22

By this demonstration, we could see that even a more
complex cipher can still be easily broken with algebraic
analysis. This happens because all of these ciphers have
linear equations.

Question: What happens when we apply this method to
a non-linear cipher?

In AES, the SubBytes operation applies multiplicative
inversion in GF(2%), which produces high-degree poly-
nomial equations. We will discuss how this non-linearity
affects algebraic cryptanalysis in the following section.

IV. ALGEBRAIC MODELING OF AES

After understanding how linear ciphers can be easily
broken by Algebraic Attack, now we apply the same
method to AES. The key challenge here is to handle the
non-linear equations (SubBytes operation).

Suppose we have plaintext "ALJABAR GEOMETRI”,
converted to hex:

P =41 4C 4A 41 42 41 52 20
47 45 4F 4D 45 54 52 49

And we get ciphertext:

C=1D 5A 5C 31 52 8C CE 8E
70 C5 ED 23 48 0C 9E D3

Arranging into state matrix:

41 42 47 45 1D 52 70 48
p— 4C 41 45 54 C— 5A 8C C5 OcC
4pn 52 4F 52’ 5C CE ED O9E
41 20 4D 49 31 8E 23 D3

Our goal is to find the key matrix K:

koo ko1 ko2 kogs
K- kio kg k2 ki
koo kop koo kogs
k3o k31 kso kss

Now, we need to analyze each operation on AES. In this
paper KeyExpansion is not included.

A. AddRoundKey : Initial Operation on AES

We know that the initial step on AES is to do XOR
operation on the plaintext with initial Key.
Let S be the state after AddRoundKey operation:

Poo @ koo Po1@kor Po2®Pkoz FPos®kogs
g Pio@kio PiDPkin Piao®kig Pis®kis

Pyo® kg Po1®kay Pop®hkoo Poz®kas

Pso®kso P31@ks1 Psa®ksa P3z®kss
This gives us 16 equations where each S, . = P, .®k,. ..



B. SubBytes Operation

After AddRoundKey, each byte of state S passes through
the S-box. SubBytes is the only non-linear operation in
AES. Understanding why it is non-linear is crucial for
algebraic cryptanalysis.

A function f is linear if it satisfies the following
property:

fla®b) = f(a) ® f(b)

This means the function can be distributed over XOR
operation. If a function is linear, we can separate and

solve each variable independently.
A function is non-linear if:

fla®b) # fla)® f(b)

Non-linear functions mix the inputs in a way that cannot
be separated. Let us test the function using S-box :

a=0x10
b= 0x20
a®b=0x30

Looking up the S-box table (Fig. 3):

Sbox[10] = CcA
Sbox[20] = B7
Sbox[30] = 04
If S-box were linear, then Sbox[a @ b] should equal
Sbox[a] ® Sbox[b]:
Sbox|[a] & Sbox[b] = CA @ B7 = 7D
Sbox[a @ b] = Sbox[30] = 04

Since 7D # 04, the S-box is non-linear. This mean :
SbOX[HJ‘ D Ki,j] # SbOX[PiJ} D SbOX[K@J]

After proofing that S-box operation is not linear, then
come up a question "How can we solve this Alge-
braicly?”.

Well, we actually could see that:

Zre =P ® K, . (SubBytes input)
tr. = Sbox[z, .| (SubBytes output)

Now, we have the S-box output matrix:

to,o to,1 to2 to,3
T — t10 t11 ti2 t13
tao t21 l22 t23
t3o t31 t32 t33

C. ShiftRows Operation

After SubBytes, the state matrix 7" undergoes ShiftRows
transformation. This operation performs cyclic left shifts
on each row:

Up,c = tr,(ch’r‘) mod4 for0<rc<3

Applying to our S-box output matrix 7

to,o to1 to2 to,3 to,o to,1 to2 to,3
t

7 |to ti1 ti2 t13 N t11 ti2 t13 tipo
too t21 to2 t23 tao t23 t20 t21
t3o0 t31 t32 t33 t33 t3o0 31 132

D. MixColumns Operation

After ShiftRows, each column of state T is transformed
by MixColumns. This operation multiplies each column
by a fixed matrix in GF(28):

V0.c 02 03 01 01] [T
Uy 01 02 03 01| |Ti.
of = “| fore=0,1,2
Va.e 01 01 02 03| |Tp.| Pre=0123
V3. 03 01 01 02| |Ts.

Expanding for each output byte:

vo,e = (02 -Tp,c) (03 -T1,c) BT ® T,
Vi,e="Toc®(02-Thc) ®(03-Toc) ®Ts,c
Vo =T0,PT1® (02 -Ta)® (03 -T5,)
v3.=(03-Tpe)®T1®To.P (02 -T5,)

Substituting ShiftRows output into MixColumns, for
column O:

o0 = (02 -t00) P (03 -t11) BtoaBtss
c10="100P (02 -t11) B (03 -t22) Bt33
2,0 = to,0 Dt1,1 @ (02 -t22) ® (03 -1t33)
c3,0 = (03 -to,0) ©t1,1 Bloo®(02-133)

Since t,. = Sbox[P,. @ K, .|, the complete global
equation for ¢g g is:

co.0 = (02 - Sbox[Py o @ Ko.0])
@ (03 - Sbox[Py 1 & K1.1])
@ Sbox [Py o © Ky 9]
@ Sbox[Ps 3 © K33

(®)

Here we get total 16 global equations. Now, we need to
look into the bit level.

V. EXAMINE EACH BYTES INTO POLYNOMIAL
EQUATIONS

For byte Ky, we define bit-level variables:

PO,O = (p7ap63p51p41p37p27p17p0)
— 0x41 = (0,1,0,0,0,0,0,1)
KO,O = (k7ak67k5ak4ak37k27k1?k0) (Key)



A. AddRoundKey Equations
Let z = Py0 ® Koo be the S-box input. At bit level:

To=po D ko =1 ko

21=p1Qki=00k =k
To=p2 B ka=0P ko = ko
r3=p3DPks =0D ks = k3
Ty =ps @k =0Dky=ky
5 =ps Dhks =0D ks = k5
26 = ps O ke = 1D ke

Tr=pr Dk =0D ky = k7

From this operation we get about 8 linear equations.

B. SubBytes Equations
The S-box consists of two operations:
a) Multiplicative inverse: y = 2! in GF(2®)
b) Affine transformation: t = A -y @® 0x63
To express 2~ ! algebraically, we use the definition:

r-y=1 in GF(2%)
Since 1 = 0x01 = 000000015, the product x - y must
satisfy:

e Bit O of result = 1
e Bits 1-7 of result = 0

Expanding the multiplication at bit level over GF(2)
with irreducible polynomial, each bit of the result be-
comes a polynomial equation. This gives us 8 quadratic
equations:
Bit O:
1 =z0yo ® T1y7 © T2Ys © T3Y5 D TaYs D T5Y3

D xey2 O T7Y1 O 23Yy7 O TaYs D T5Ys5 D TeY4

DO xrys O x4Y7 O TsYe D TeYs D Trys O Teyr

@ T7ys

Bit 1-7:

0 =zoy1 ® x1y0 ® T2Yy7 ® T3Ys © Tays D T5Ya
@ x6Y3 D T7Y2 D T4Y7 D T5Ys D TeYs
@D 27ys © r5Yy7 © Y © T7Ys5 D T7Y7

Each equation contains terms of the form x;y;,
which are degree-2 (quadratic) polynomials. This non-
linearity is what makes algebraic cryptanalysis of AES
computationally difficult.

C. Affine Transformation Equations

After obtaining y = =z~ !, the affine transformation

computes the S-box output:
t=A-y&®c )

where A is an 8 x 8 binary matrix and ¢ = 0x63 =
011000115.

Expanding at bit level, we get 8 linear equations:

to=yoBysdYys Dys ©yr O 1
L =%Sn O Ys Pys Dyr ® 1
to=yo Dy1 Dy2 D yYs © yr
3=y QY1 Dy2Dys S yr
=% Oy OY2DYs Oy
I5=11DY®Ys PysSys b 1
l6=Y2DYs Dysa Dys Dys ® 1
l7=ys DY ©Ys O Yo © yr

These equations link the inverse bits y; to the S-box
output bits ¢;.

D. Combining ShiftRows and MixColumns

After SubBytes operations, the state passes through
ShiftRows and MixColumns before becoming the ci-
phertext.

To recover the key, we work backwards from the cipher-
text:

a) Apply InvMixColumns to ciphertext C
b) Apply InvShiftRows
c) This gives us the S-box outputs ¢, . (known values)

Once ¢, . is known, we substitute into the affine equa-
tions to constrain y;, then use the inverse constraint
z -y = 1 and AddRoundKey equations to solve for key
bits k;.

E. Summary for a single byte

From the full set of equations derived from AddRound-
Key, SubBytes, and the affine transformation, our ob-
jective is to determine which variables remain unknown
after systematic substitution.

We begin by observing that the plaintext bits p; are
known, and the S-box output bits ¢; can be recovered
from the ciphertext by applying InvMixColumns fol-
lowed by InvShiftRows. Consequently, both p; and ¢;
are treated as constants(known).

From the AddRoundKey operation, the S-box input bits
are expressed as

T = p; D Ky,

which allows us to eliminate all variables z; by rewriting
them as linear expressions in the key bits k;.
Next, consider the affine transformation in the SubBytes
operation:

t=A-ydec.

Since ¢ and ¢ are known and A is invertible, the inverse
bits y; can be uniquely determined as

y=A"tt®c).

Thus, all variables y; are also eliminated and become
known constants.



After these substitutions, the only remaining unknowns
are the key bits k;.

We now substitute both z; = p; @ k; and the known
values of y; into the inverse constraint

z-y=1 in GF(2%).
Each resulting equation is of the form

Z(pz‘ ®ki)y; = c,
J

where y; and p; are constants. As a result, all previously
quadratic terms reduce to linear expressions in the key
bits.
Therefore, for a single byte, the system reduces to eight
linear equations in eight unknown key bits. If these
equations are linearly independent, the entire byte of
the round key can be uniquely recovered.
Extending this reasoning to the full AES state, the
sixteen S-boxes yield a total of 128 linear equations
in 128 key bit variables. Under ideal conditions and
ignoring the key schedule, this implies that the full round
key is theoretically recoverable from the ciphertext and
plaintext pair.

FE. Summary of Complete System

We now extend the previous analysis from a single S-
box to the full AES encryption.

For the complete AES state, there are sixteen bytes
processed by the SubBytes operation in each round.
For each byte, the plaintext bits are known and the
corresponding S-box output bits can be recovered from
the ciphertext by applying the InvMixColumns and
InvShiftRows. Hence, for every S-box, both the input
plaintext bits and the output bits of the affine transfor-
mation are treated as known constants.

As in the single-byte case, the AddRoundKey operation
allows the elimination of the S-box input variables:

Trci = Pr,c,i S kr,c,ia

where (r,c) denotes the byte position in the state and
¢ the bit index. Thus, all internal variables z,. ., are
rewritten as linear expressions in the round key bits.
Similarly, the affine transformation equations

tr,c = A'yr,c@c

can be inverted since A is nonsingular and ¢, . is known.
This uniquely determines each inverse variable ¥, .,
eliminating all y, . ; from the system.

After these substitutions, the only remaining unknowns
in the entire system are the round key bits k. ;.
Substituting the expressions for z, .; and the known
constants ¥,. . ; into the multiplicative inverse constraints

Zre Yre=1 1in GF(2%),

all quadratic terms collapse into linear expressions. Con-
sequently, each S-box contributes eight linear equations
in eight key bit variables.

For one round of AES, the sixteen S-boxes together yield
a system of 128 linear equations in 128 round key bit
variables. If the resulting system has full rank, the entire
round key is uniquely determined.

However, this result applies only to an isolated round
key. In the full AES cipher, round keys are not in-
dependent but are linked by the key schedule. When
multiple rounds are modeled simultaneously, equations
from different rounds introduce dependencies among
key bits, while additional auxiliary variables reappear
due to repeated SubBytes operations. This coupling of-
ten causes rank deficiency in the global system, leading
to multiple algebraic solutions and preventing direct
recovery of the master key.

Therefore, although the algebraic system for a single
round can theoretically determine all round key bits
after elimination, extending the approach to the full AES
cipher does not result in a practical key recovery attack.
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